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**** START OF CHANGES ****
6.4.4.1
NAS input parameters to confidentiality algorithm

The input parameters for the NAS 128-bit ciphering algorithms shall be the same as the ones used for NAS integrity protection as described in clause 6.4.3, with the exception that a different key, KNASenc or KiNASenc, is used as KEY, and there is an additional input parameter, namely the length of the key stream to be generated by the encryption algorithms.

The use and mode of operation of the 128-bit ciphering algorithms are specified in Annex D.

NOTE:
In the context of the present subclause 6.4.4, a message is considered ciphered also when the NULL encryption algorithm NEA0 is applied.
**** NEXT CHANGES ****
6.4.6
Protection of initial NAS message

The initial NAS message is the first NAS message that is sent after the UE transitions from the idle state. The UE shall send a limited set of IEs (called the cleartext IEs) including those needed to establish security and/or enable the selection of the AMF in the initial message when it has no NAS security context. In this case, the UE shall include the additional IEs in the NAS Security Mode Complete message to provide ciphering protection of these IEs. When the UE has a security context, the UE shall send the complete initial message integrity protected with the cleartext IEs unciphered. The cleartext IEs include those required to allow the AMF to verify the message, establish security and/or enable the selection of the AMF. The UE shall send all other IEs ciphered. The AMF uses a hash value to protect the integrity of the unciphered IEs (see 6.7.2 for more details) in case there was no security context in the UE or the check of the integrity protection at the AMF fails.

The protection of the initial NAS message proceeds as shown in Figure 6.4.6-1.
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Figure 6.4.6-1: Protecting the initial NAS message

Step 1: The UE shall send the Initial message to the AMF. If the UE has no NAS security context, the Initial NAS message shall only contain the cleartext IEs, i.e. subscription identifiers (e.g. SUCI or GUTIs), UE security capabilities, ngKSI, indication that the UE is moving from EPC and IE containing the TAU Request in the case idle mobility from 4G.


If the UE has a NAS security context, then the UE shall derive the KiNASenc key from the KAMF using the NAS UL COUNT as described in Appendix A,X. The initial message shall contain the complete message, where the information given above shall be sent in cleartext but the rest of the message is ciphered using the KiNASenc. With a NAS security context, the initial message shall also be integrity protected. In the case that the initial message was protected, the AMF has the same security context and successfully checks the integrity, then steps 2. to 4 may be omitted. In such a case, the AMF shall derivesthe KiNASenc as described in Appendix A.X based on the KAMF and the NAS UL COUNT value of the received NAS message and shall use it to decipher the protected IEs.
Step 2a.: In case AMF relocation takes place without a horizontal AMF key derivation, then the AMF shall derive the KiNASenc key as described in Appendix A.X based on the received KAMF and the NAS UL COUNT value of the received NAS message and uses it to decipher the protected IEs. Steps 2b to 4 may be omitted. In case AMF relocation takes place with a horizontal AMF key derivation, then the AMF shall directly use the received KiNASenc key to decipher the IEs. Step 2b may be omitted.
Step 2: If the AMF does not have the security context or if the integrity check fails, then the AMF shall initiate an authentication procedure with the UE. 

Step 3: After a successful authentication of the UE, the AMF shall send the NAS Security Mode Command message. If the Initial message was sent without integrity protection or the integrity protection did not pass (due either to a MAC failure or the AMF not being able to find the used security context), the AMF shall include the hash of the Initial NAS message in the NAS Security Mode Complete message. If the AMF did not get the additional IEs from step 1, either due to them not being included or because the AMF could not decrypt the IE, then the AMF shall include the hash of the Initial NAS message in the NAS Security Mode Command message.  

Step 4: The UE shall send the NAS Security Mode Complete message to the network in response to a NAS Security Mode Command message. The NAS Security Mode Complete message shall be ciphered and integrity protected. Furthermore the NAS Security Mode Complete message shall include the complete Initial NAS message if the check of the hash failed (see 6.7.2). In this case, the AMF shall treat this as the initial NAS message to respond to. Otherwise, the NAS Security Mode Complete message shall contain the additional IEs if the checking of the hash succeeds. In this case, the AMF uses the cleartext IEs from step 1 and the additional IEs from this step as the initial NAS message to respond to.

Step 5: The AMF shall send its response to the Initial NAS message. This message shall be ciphered and integrity protected.
**** NEXT CHANGES ****
6.9.3
Key handling in mobility registration update 
The procedure shall be invoked by the target AMF after the receiving of a Registration Request message of type mobility registration update from the UE wherein the UE and the source AMF are identified by means of a temporary identifier 5G-GUTI.

The protocol steps for the source AMF and target AMF performing context transfer are as follows:

a)
The target AMF sends a message to the source AMF, this message contains 5G-GUTI and the received Registration Request message.

b)
The source AMF searches the data of the UE in the database and checks the integrity protection on the Registration Request message. 

i)
If the UE is found and the integrity check succeeds, when the source AMF does not change KAMF according to its local policy, the source AMF shall send a response back that:

-
shall include the SUPI, and

-
may include any current 5G security context it holds.
ii)
If the UE is found and the integrity check succeeds, when the source AMF changes KAMF according to its local policy, the source AMF shall send a response back that:

-
shall include the SUPI, 
-
keyAmfHDerivationInd, and

-
may include a new 5G security context it derives from the current one it holds.
The source AMF subsequently deletes the 5G security context which it holds.

If the UE cannot be identified or the integrity check fails, then the source AMF shall send a response indicating that the temporary identifier 5G-GUTI cannot be retrieved.

c)
If the target AMF receives a response with a SUPI, it creates an entry and stores the 5G security context that may have beenreceived .

If the target AMF receives a response indicating that the UE could not be identified, it shall initiate the subscription identification procedure described in clause 6.12.4 of the present document.

NOTE: 
Void. 

KSEAF shall not be forwarded to another AMF set. 

At mobility registration update, the source AMF shall use local policy to determine whether to perform horizontal KAMF derivation. If the source AMF determines not to perform horizontal KAMF derivation, the source AMF shall transfer current security context to the target AMF. If the source AMF determines to perform horizontal KAMF derivation, the source AMF shall derive a new key KAMF and the NAS one-time encryption key KiNASenc from the currently active KAMF and the uplink NAS COUNT value in the received Registration Request message. The ngKSI for the newly derived KAMF key is defined such as the value field and the type field are taken from the ngKSI of the current KAMF. The source AMF shall transfer the new KAMF, the KiNASenc, the new ngKSI, the UE security capability, the  keyAmfHDerivationInd to the target AMF. The key derivation of the new KAMF is specified in Annex A.13. If the source AMF has derived a new key KAMF, the source AMF shall not transfer the old KAMF to the target AMF and the source AMF shall in this case also delete any stored non-current 5G security context, and not transfer any non-current 5G security context to the target AMF.

When the target AMF receives the new KAMF together with the  keyAmfHDerivationInd, then the target AMF shall decide whether to use the KAMF directly according to its local policy after receiving the response from the source AMF. 
If the target AMF, according to its local policy, decides to not use the KAMF received from the source AMF, it can perform a re-authentication procedure to the UE to establish a new NAS security context. 
If the target AMF decides to use the key KAMF received from source AMF (i.e., no re-authentication), it shall send the  K_AMF_change_flag set to 1 to the UE in the NAS SMC including replayed UE security capabilities, the selected NAS algorithms and the ngKSI for identifying the new KAMF from which the UE shall derive a new KAMF to establish a new NAS security context between the UE and target AMF. 

The target AMF shall reset the NAS COUNTs to zero and derive new NAS keys (KNASint and KNASenc) from the new KAMF using the selected NAS algorithm identifiers as input. The target AMF shall integrity protect the NAS Security Mode Command message with the new KNASint key. 

If the UE receives the  K_AMF_change_flag set to 1 in the NAS Security Mode Command message, then the UE shall derive a new key KAMF from the current active KAMF identified by the received ngKSI in the NAS Security Mode Command message using the uplink NAS COUNT valuethat was sent in the Registration Request message. The UE shall assign the received ngKSI in the NAS Security Mode Command message to the ngKSI of the new derived KAMF. The UE shall derive new NAS keys (KNASint and KNASenc) from the new KAMF and integrity check the NAS Security Mode Command message using the new KNASint key. 

The UE shall then derive a new initial KgNB from the new KAMF as specified in Annex A.9. 

The UE shall associate the derived new initial KgNB with a new NCC value equal to zero and reset the NAS COUNTs to zero.

After the ongoing mobility registration procedure is successfully completed, the ME shall replace the currently stored KAMF and ngKSI values on both USIM and ME with the new KAMF and the associated ngKSI.

**** NEXT CHANGES ****
A.X
KiNASenc: initial NAS encryption key derivation

When deriving a KiNASenc from KAMF, the following parameters shall be used to form the input S to the KDF.

-
FC = 0x??,

-
P0 = NAS Uplink COUNT value

-
L0 = length of NAS Uplink COUNT value (i.e. 0x00 0x04)
The input key Key shall be KAMF.
The KiNASenc corresponds to the 128 least significant bits of the output.
**** END OF CHANGES ****

